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Abstract

Many signature transporting mechanisms require a signer to issue triples, consisting of a secret key, a matching
public key, and a certificate of the signer on the public key. Of particular interest are so-called restrictive
blind signature issuing protocols, in which the receiver can blind the issued public key and the certificate but
not a certain predicate of the secret key.

This paper describes the first generally applicable technique for designing efficient such issuing protocols,
based on the recently introduced notion of secret-key certificates. The resulting three-move issuing protocols
require the receiver to perform merely a single on-line multiplication, and the property of restrictive blinding
can be proved with respect to a plausible intractability assumption. Application of the new issuing protocols
results in the most efficient and versatile off-line electronic cash systems known to date, without using the
blind signature technique developed by Chaum.
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1. INTRODUCTION

A restrictive blind signature issuing protocol enables an issuer to issue a triple, consist-
ing of a secret key, a matching public key, and a certificate of the issuer on the public
key, in such a way that (1) the public key and the certificate can be blinded by the
receiver, whereas (2) a certain non-trivial “blinding-invariant” predicate of the secret

key cannot. This notion was introduced in [1] for the case that the certificate is a
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public-key certificate (that is, a digital signature on the public key), and one particular
embodiment was provided. From this embodiment the most efficient privacy-protecting
off-line cash system known to that date was constructed, and it was shown how to in-
corporate several extensions in functionality that had not been realized before. Oddly
enough, it is unclear how to generalize the design technique underlying the embodi-
ment in [1] in order to design other embodiments of restrictive blind signature issuing

protocols.

Recently [3] the notion of secret-key certificates was introduced. These certificates
can be used for secure management of cryptographic keys in much the same way as can
public-key certificates. As a consequence it makes sense to issue secret-key certificates
by means of a restrictive blind signature issuing protocol. Is there a methodology for
designing such issuing protocols for the new type of certificates? This is the problem

that we are concerned with in this paper.

The main result of this paper is a technique for converting secret-key certificate
schemes into restrictive blind signature schemes. The new technique can be applied to
any signature scheme of the so-called Fiat-Shamir type, if only it can be turned into an
ordinary blind signature scheme (as defined by Chaum [8]) by applying a divertability
technique due to Okamoto and Ohta [19]. No such generally applicable technique is

known for public-key certificates.

The advantages of the resulting issuing protocols over the restrictive blind signature
issuing protocol in [1] are threefold: each of the new protocols requires the receiver to
perform only a single on-line multiplication (all other computations can be performed
off-line), as opposed to several hundred in [1]; issuing protocols can be designed that
can be used in conjunction with showing protocols that are as secure as the RSA
assumption, instead of the Discrete Log assumption; and it can rigorously be proved
that a single receiver cannot blind the blinding-invariant predicate of the secret key,
assuming only a plausible intractability assumption—no such proof is known for the

scheme in [1].

The new technique has a direct bearing on the design of efficient privacy-protecting
mechanisms for signature transport; for details, the reader is referred to [4] and [5].

Since none of the new issuing protocols is a blind signature issuing protocol as defined
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by Chaum in [8] and his later work, this radically falsifies the popular belief that
efficient privacy-protecting off-line electronic cash systems must be based on withdrawal

protocols that are blind signature issuing protocols.

This paper is organized as follows. In Sect. 2 background information needed to
understand the subsequent exposition is provided. In Sect. 3 the general technique for
restrictive blinding of secret-key certificates is explained on the basis of a particular
signature scheme. In Sect. 4 the difference between restrictive blinding of secret-key
certificates and the blinding technique of Chaum is discussed. Finally, references are
provided in Sect. 5 to articles that explain how to apply the new technique to privacy-

protecting signature transporting mechanisms.

2. BACKGROUND

A summary is provided in this section of several basic notions; an understanding of
these notions is an absolute prerequisite in order to understand the material in Sect. 3.
Because in the next section the technique for designing restrictive blind secret-key
certificate issuing protocols will be explained for explicitness in terms of the Guillou-
Quisquater signature scheme [17], this particular scheme will serve throughout this

section to illustrate the basic notions.

2.1 Digital Signatures

In a digital signature scheme, the objects of interest are pairs consisting of a message
and a corresponding digital signature of a signer. A signature scheme consists of several
items [16]. First, a verification algorithm that determines what exactly constitutes a
digital signature on a message. This algorithm usually is deterministic and can hence
be represented in terms of an equality relation. Secondly, a key generation algorithm
that generates a key pair for the signer. And thirdly, a signature scheme that specifies

an ssuing protocol between the signer and a receiver.

It is the issuing protocol that we are most concerned with in this paper. The primary
purpose of any issuing protocol is to provide a means to ensure that the signer can
issue message-signature pairs in a one-to-one correspondence with executions of the
issuing protocol. There is virtually no limit to the variety of different issuing protocols

that may be used by the signer to issue a certain type of digital signature; it is only on
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the basis of its intended purpose and (presumed) security that one particular issuing
protocol will be more suitable than another. “Ordinary” signature issuing protocols
are only intended to meet the primary purpose mentioned above, and need normally
not be interactive. If other purposes are to be met as well, then interaction may need

to be incorporated.

The most practical type of digital signature schemes known to date originates from a
technique introduced by Fiat and Shamir [15]. For this reason we will henceforth refer
to this type of scheme as a Fiat-Shamir type signature scheme. Signature schemes of
the Fiat-Shamir type have in common that they are derived from three-move sound
identification protocols that do not leak “useful” information about the secret key of
the prover (without being zero-knowledge), by replacing the challenge of the verifier
by a one-way hash of the message and the information sent by the prover in the first
move; the verification relation of the underlying identification protocol determines the
signature verification algorithm, and the modified protocol is the signature issuing
protocol. As a by-product, the interaction is no longer needed, since the signer can
compute the challenge by itself. Among the known Fiat-Shamir type signature schemes
are the Fiat-Shamir scheme itself [15], the Feige-Fiat-Shamir scheme [14], the Schnorr
scheme [21], the Guillou-Quisquater scheme [17], the Brickell-McCurley scheme [7], and
the Okamoto schemes [18]. The ElGamal signature scheme [12] and the DSA [11] can
also be seen as being of this type; as a simple exercise one may want to write down the
underlying sound identification protocols, and apply the conversion of the challenge
to a hash-value of the message and the information provided in the first move. (The
subtle difference is that in both the ElGamal scheme and the DSA, which are identical
except for the additional “mod ¢” operator in the verification relation of the latter, one
does not need to hash in the information provided in the first move; taking ¢ := H(m)
seems to suffice.) Although no reductions from well-known problems to the security
of any of these Fiat-Shamir type signature schemes are known, it is generally believed

that they are secure.

Since the exposition in Sect. 3 will be in terms of the Guillou-Quisquater scheme,
we will summarize this scheme here. The computations in the Guillou-Quisquater sig-
nature scheme are performed in a multiplicative group modulo n, denoted by Z;, with

n being the product of two distinct large primes. The computations in the exponents
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are performed modulo a number v. For convenience, but without loss of generality,
we will always assume that v is a prime number that is not a proper divisor of the
order ¢(n) of Z; ; another suitable choice would have been to take v to be twice such a
prime number. Furthermore, in expressions involving multiplications and divisions of

numbers in Z, the “mod n” operator will never be written down explicitly.

Before describing the three constituents of the Guillou-Quisquater signature scheme,
we will state the RSA assumption [20], since this is part of what the scheme derives

its presumed security from:

Assumption 1 Let n denote the product of two distinct prime numbers, v a prime
number that is co-prime with ¢(n) and hy an element of 7. No probabilistic polynomi-
al-time algorithm A, on given as input a triple (n,v, hy) generated according to some
appropriate probability distribution, can output h(l)/ Y with non-negligible probability of
success. The success probability is taken over the coin tosses of A and the probability

distribution of the input triple.

An appropriate probability distribution may select n by generating uniformly at ran-
dom two hard primes of length £, and multiplying them. From now on, the use of the
indication “random” will refer to a probability distribution over the specified set that is
polynomially indistinguishable from the uniform distribution, and that is independent
of any other event. Without loss of generality, we will assume henceforth that n and v
are generated independently of hy and are always of the correct form (meaning that,
for instance, the probability that v is not prime is zero, instead of merely negligible),

and that hg is generated at random from Z; .

The key generation algorithm for the Guillou-Quisquater signature scheme, on given
as input a security parameter k, generates a public key (n,v, hy, H(:)) and a corre-
sponding secret key xy = h(l)/ Y, for use by a probabilistic polynomial-time signer S,.
The triple (n,v, hg) is generated as specified in the RSA assumption, and H(-) is a
polynomial-size description of a hash-function that maps its inputs to Zs: for some ap-
propriate ¢ such that 2 < v. The hash-function is generated at random from a suitable

family of collision-intractable hash functions. This family preferably is correlation-free,
as defined by Okamoto [18].

A digital signature on a message m is defined to be a pair (7o, c) such that ¢y =
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H(m, r§hy ®). If the family of hash-function is sufficiently strong (in particular, correl-
ation-free), then it should be infeasible to algebraically combine several message-

signature pairs into a new such pair.

In the signature issuing protocol, Sy issues a signature on a message m to a prob-
abilistic polynomial-time receiver Ry by generating at random a number wy € Z,
and computing ry := zg’wg and ¢y := H(m,wy). It is generally believed that execu-
tions of this issuing protocol do not help a probabilistic polynomial-time attacker to
forge signatures, and so that the primary purpose of an issuing protocol is met by this

particular protocol.

2.2 Blind Signature Issuing Protocols

Besides meeting the primary purpose of an “ordinary” signature issuing protocol, in
a blind signature issuing protocol (a notion introduced by Chaum [8]) an additional
property must be satisfied. Namely, the receiver in a blind signature issuing protocol
must be able to retrieve a pair in such a way that it is uncorrelated to the view of the
signer in the issuing protocol. The computations required of the receiver to achieve

this property are commonly referred to as “blinding.”

Efficient blind signature issuing protocols are known for a variety of digital signatures.
Chaum [9] described a blind signature issuing protocol for issuing one particular type
of digital signatures, called RSA signatures [20]. Okamoto and Ohta [19] proposed a
general technique that applies to a variety of digital signatures of the Fiat-Shamir type;
each of these types of signatures can be issued by means of a blind signature issuing

protocol.

The technique of Ohta and Okamoto amounts to not removing the interaction when
applying the technique of Fiat and Shamir for converting a three-move sound identifica-
tion protocol into a signature issuing protocol; by having the verifying party (receiver)
determine the challenge, one may hope that it can blind the issued message-signature
pair. Indeed, as shown by Ohta and Okamoto, for many schemes of the Fiat-Shamir
type this works if only a certain random self-reducibility property holds. The technique
does not seem applicable to the ElGamal signature scheme and the DSA.

For the Guillou-Quisquater signature issuing protocol, the modification of Ohta and

Okamoto results in the following blind signature issuing protocol:
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Step 1. Sy generates at random a number wy € Z,, and sends ay := w§ to Ry.

Step 2. R, generates at random a number ¢; € Z, and a number ¢y € Z,, computes
c)y := H(m, thiay) for a message m of its choice, and sends the challenge ¢ :=

¢y +ta mod v to Sp.

Step 3. Sy sends the response 7y := z’wy to Ry.

Ry accepts if and only if rfhy® = ag. (Note that the protocol described up to this

point is identical to the Guillou-Quisquater identification protocol, with Ry generating

its challenge from Z, and in a particular way.) If R, accepts, it computes 7} :=
c&—}-tz divov

rot1hy . As can easily be shown, this is a blind signature issuing protocol, with

(ry, ¢y) being a Guillou-Quisquater signature on m.

Although it should be easier to forge signatures when the signer uses the new issuing
protocol instead of the previous one, since the message can be chosen depending on the
information sent by the signer in the first move and the challenge can be freely chosen,
the resulting signature scheme is generally believed to be unforgeable. For the blind

Guillou-Quisquater signature issuing protocol this belief can be expressed as follows:

Assumption 2 For any | > 0, no probabilistic polynomial-time receiver can deter-
mine with non-negligible probability of success [+ 1 distinct pairs, consisting of a mes-
sage and a corresponding Guillou-Quisquater signature, by performing l executions of

the blind Guillou-Quisquater signature issuing protocol with an honest signer.

2.8 Secret-Key Certificate Schemes

Public-key certificates are a well-known cryptographic tool for secure key management.
The idea is to have a chosen party, called the (certificate) issuer, certify the public
keys of other parties by digitally signing these public keys with respect to its own
public key. By widely disseminating the public key of the issuer through a variety of
media, anyone can verify that it is genuine. Because a public-key certificate is a digital
signature of the issuer on a public key, certificates on public keys of other parties can
be publicly verified off-line by using the public key of the issuer. Public-key certificates
can be used statically (e.g., in public-key directories) or dynamically, for signature

transporting mechanisms.
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As with public-key certificates, with secret-key certificates [3] the objects of interest
are triples consisting of a secret key, a corresponding public key, and a certificate of an
issuer on the public key. However, contrary to public-key certificates, in a secret-key
certificate scheme the certificate is not a digital signature on the public key; the publicly
verifiable relation between a public key and a certificate thereon is such that anyone
can generate (in isolation) pairs consisting of a public key and a matching certificate,
with a distribution that is indistinguishable from the distribution that applies when
the issuing protocol is conducted with the issuer. On the other hand, as with public-
key certificates, triples consisting of a secret key, a corresponding public key, and a
secret-key certificate on the public key can only be retrieved by performing an issuing
protocol with the issuer; in effect, the certificate is a digital signature on the secret key.
The certificate tells a verifying party that the public key is authentic if the presumed

owner of the public key knows a corresponding secret key.

Since secret keys are usually not intended to be revealed, how is one to go about in
verifying the validity of a secret-key certificate? The answer lies in the fact that a party
that can successfully perform a cryptographic action with respect to its public key (such
as digital signing or proving knowledge of a corresponding secret key) ordinarily needs
to know a corresponding secret key. In fact, there is no point in using a public-key
certificate scheme if the cryptographic actions that are to be performed with respect
to a certified public key can be performed without knowing a corresponding secret key.
Consequently, secret-key certificate schemes preserve the functionality intended to be

offered by public-key certificate schemes; see [3] for further details.

Regardless of the type of certificate, we will refer to a pair consisting of a public key
and a matching certificate as a certified public key, and to a triple consisting of a secret
key, a corresponding public key, and a matching certificate as a certified key pair. A
certificate scheme consists of several items. Similar to a digital signature scheme, a
verification algorithm is needed that determines what exactly constitutes a certificate
on a public key. We also need a key generation algorithm that generates key pairs for
the issuer, and a certificate issuing protocol. In addition, we need a key generation
algorithm for the receiver of a certified key pair; this algorithm specifies which key
pairs are considered valid for certification. Finally, in case of a secret-key certificate

scheme there must exist a simulator that simulates certified public keys with the same
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probability as that by which they are generated by the issuing protocol.

Of course, secret-key certificate schemes and public-key certificate schemes differ
in many aspects. An important disadvantage of the former is that they are much
harder to design than the latter, especially when the issuer must be prevented from
learning the secret keys of the issued triples. On the positive side, with a secret-key
certificate scheme the information that is listed in a public-key directory cannot be of
help to attack the signature scheme of the issuer; the whole directory could have been
generated by an attacker itself. Perhaps the most important advantage of secret-key
certificates over public-key certificates is one that is the subject of our studies in this
paper: they seem much more suitable for the construction of restrictive blind signature

schemes.

In [3] a particular class of embodiments of secret-key certificate schemes was de-
scribed, based on signature schemes of the Fiat-Shamir type; each of these embodi-
ments can be proved to be as secure as the Fiat-Shamir type signature scheme from
which it has been derived, and triples can be issued without the issuer learning the
secret keys. According to this construction, a secret-key certificate scheme can be
derived from the Guillou-Quisquater signature, as follows. On input a security pa-
rameter k, the key generation algorithm generates a public key (n,v,h, g, H(-)) and a
corresponding secret key (z,y) for the certificate issuer S. Here, (n,v,h, H(+)) and x
are generated as described by the key generation algorithm for the Guillou-Quisquater
signature scheme, and g and y are generated according to the same distribution as that

by which h and z are generated. In particular, h = z¥ and g = y".

A secret-key certificate of S on a public key h; of a receiver R;, for some 7 € N, is a
pair (7, c) such that
¢ = H(h;, " (h h;)~°).
A secret key of R; corresponding to its public key h; is a pair (sg;, $1;) € Zy X Z,, such
that
h; = g°*sy,.
(Other choices can be made as well; see [3, 5].)

In [3] an “ordinary” issuing protocol is described that enables S to issue a certified

key pair in such a way that it cannot learn a secret key corresponding to the public
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key that R; ends up with. In Sect. 3 we will develop a new issuing protocol for this
particular secret-key certificate scheme, to demonstrate the new technique for designing

restrictive blind signature schemes.

3. RESTRICTIVE BLINDING OF SECRET-KEY CERTIFICATES

We now get to the heart of the matter. In a restrictive blind signature issuing protocol,
the objects of interest are triples, consisting of a secret key, a matching public key, and
a certificate on the public key; contrast this to the “ordinary” blind signature issuing
protocols discussed in Subsection 2.2, which are concerned with pairs. Similar to
ordinary blind signature issuing protocols, the receiver in a restrictive blind signature
issuing protocol should be able to ensure that the public key and the certificate of such
a triple are uncorrelated to the view of the signer in the issuing protocol. However, the
receiver should not be able to modify a certain non-trivial predicate of the secret key
while blinding about. This is what these issuing protocols derive their name from: on
the one hand, the receiver should be able to perform blinding operations, on the other
hand the blinding operations at the receiver’s disposal should be restricted such as to

prevent blinding of the predicate intended by the issuer to be blinding-invariant.

One can distinguish between restrictive blind public-key certificate issuing protocols
and restrictive blind secret-key certificate issuing protocols, depending on the type
of certificates used. Restrictive blind public-key certificate issuing protocols can be
thought of as being a generalization of the withdrawal protocol in the untraceable

off-line cash system of Chaum, Fiat and Naor [10].

We now proceed to demonstrate that a restrictive blind secret-key certificate issuing
protocol can be designed for any Fiat-Shamir type signature scheme for which an
ordinary blind signature issuing protocol can be constructed by applying the blinding
technique of Okamoto and Ohta. A formal description of the general construction
would be rather unwieldy, and so we will explain the technique on the basis of secret-
key certificates derived from Guillou-Quisquater signatures (which we described in
Subsection 2.3); this should make it much easier to understand why the construction
works. Exactly the same design technique applies to secret-key certificates based on
at least any of the following Fiat-Shamir type signature schemes: Fiat-Shamir [15],
Brickell-McCurley [7], Feige-Fiat-Shamir [14], Okamoto [18] (several schemes), and
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Schnorr [21].

3.1 Restrictive Blinding for the Guillou-Quisquater Secret-Key Certificate Scheme

In the restrictive blind issuing protocol, R; will receive a certified key pair (so;, $1:), A,
(r', "), with the blinding-invariant predicate of the secret key being equal to sqo; mod .
The apostrophes on the public key and the certificate serve to emphasize that they will
be uncorrelated to the view of S. We will assume that S initially provides R; with
a number sy;, generated according to some appropriate probability distribution over
Z.,, and will denote ¢g** by h;. Note that the pair (sy;, 1) is a secret key corresponding
to public key h;; one can think of h; as the public key that is to be blinded to A}.
For technical reasons, related to the proof of Proposition 8, we will assume that sg; is

generated independently of h. For all practical purposes this is not a restriction.

The issuing protocol is as follows (see Fig. 1):

Step 1. S generates at random a number w € Z;, and sends a := w” to R;.

Step 2. R; generates at random two numbers sy;,t; € Z;, and a number t, € Z,. R;
computes hl := h;sY;, ¢ := H(hL,t(h h;)?a), and sends ¢ := ¢ + ¢, mod v to S.

Step 3. S sends 7 := (zy*)“w to R;.

R; accepts if and only if 7¥(h h;)~¢ = a. If this verification holds, R; computes r' :=

r tl(h hi)c’—l—tz div v e

1it

Observe that we have applied the technique of Okamoto and Ohta to the Guillou-
Quisquater signature issuing protocol, with & performing the protocol with respect
to a combined public key that is the product of its own public key and the “not-yet-
blinded” public key of R;, and R; blinding not only ¢ and r but also this combined

public key. In an (informal) nutshell, this explains the general technique.

Why should this construction work? For this to become clear, we will prove that our
exemplary scheme described above is a restrictive blind secret-key certificate scheme;
pay particular attention to Proposition 8, as its proof in essence provides the answer

to this question.

Following Feige, Fiat and Shamir [14], we will denote by Z a party Z that follows
the issuing protocol, by Za probabilistic polynomial-time party Z that may deviate
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from the issuing protocol in an arbitrary way, and by Za party Z with unlimited

computing power that may deviate from the issuing protocol in an arbitrary way.

wEeR Z:L
a:=w"
a
%
s1i,t1 €Er Ly,
ty Er Ly
hl := h;sY,
d .= H(hL,tY(h h;)2a)
c:=c +tymoduv
c
—_
r = (xy®%)°w
r
%
?
r*(hh;)"¢=a
’I"I = Ttl( )c +tg div v c

Fig. 1. The issuing protocol

3.2 Proof of Correctness

The secret-key certificate scheme defined in Subsection 2.3, with the issuing protocol
of Subsection 3.1 substituted for the ordinary issuing protocol, defines a new certifi-
cate scheme. To prove that our new scheme is indeed a secret-key certificate scheme
(correctness), we must prove that R, in the issuing protocol receives a certified public
key. Moreover, since we have changed the issuing protocol it is not immediately clear
whether certified public keys can still be generated with indistinguishable probability

distribution, without cooperation of S; we will prove that property next.
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Proposition 1 If R; accepts, then
(8015 814), Dy, (', )

s a certified key pair.

Proof It is clear that (sg;, s1;) is a secret key corresponding to h!, and so we must
show that (r', ) is a secret-key certificate on A.. In Step 2 of the issuing protocol, R;
computes ¢ := H(h%, t'(hh;)?a). Therefore it suffices to prove that (r')*(hhl)~¢ =

t?(h h;)?2a for the assignments made by R;. This can be seen as follows:

(") (k) = (rta(hh)?t2 050 (B hist) ™
— (7' tl(h i)C,+t2 divv)v(h h’i)_CI
— Tvtiz(hhz)v (' +ta div v) (h hi)fc’
(;) ((h hi)ca) t'll)(hhi)v(c’-l-tg div'u)(h hi)—c’
_ (h hi)(d_'—tz mod v)+v (' +t2 div 'u)atzlj (h hi)fc'
= (hh)* Tty (hhi) " a
— #(hh)=a.

The substitution in (x) is allowed because R; accepts only if 7°(h h;) ¢ = a. O

Proposition 2 The new certificate scheme is a secret-key certificate scheme.

Proof We will construct a polynomial-time simulation algorithm A that generates cer-
tified public keys with the same probability as that according to which they are gener-
ated in the issuing protocol between S and R;. On input the public key (n, v, h, g, H(+))
of 8, A generates at random two numbers ¢;,t, € Z, computes h; := h™'t?, ¢ :=
H(h;, t3) and r := t{ty, and outputs the pair h;, (r,c). The output of A is a certified
public key:
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Since v is co-prime to ¢(n), and the numbers ¢;,¢, in Step 1 are chosen at random
from Z;, the output distribution of A is identical to the distribution that applies when
certified key pairs are issued to R; by S. O

3.8 Proof of the Primary Purpose

We go on to prove that the primary purpose of issuing protocols, namely the one-to-
one correspondence between executions of the issuing protocol and certified key pairs,
holds for the new certificate scheme. The one-to-one correspondence should hold even
if multiple receivers, each of which may perform the issuing protocol for a different
number sg;, conspire. A conspiracy should be thought of as being one probabilistic
polynomial-time Turing machine, composed of the “participating” receivers; this is

easy to formalize, and will be left out here.

We first need two lemmas. In the proof of the first lemma we will construct a
simulator A that moves to a third step only after any [ executions of the issuing
protocol have been simulated. To ensure that A always halts in polynomial time in a
defined state, we can let A halt if some polynomial amount of time has expired without
any requests for executions of the issuing protocol. To keep the proof simple we will
not incorporate such a notion of timing, but will instead implicitly assume its presence;
this detail can easily be filled in. The same remark pertains also to the simulators used

in later proofs. For a definition of witness hiding, see Feige and Shamir [13].

Lemma 3 If the blind Guillou- Quisquater signature issuing protocol is witness hiding,
then no conspiracy can compute g'/° with non-negligible probability of success.

Proof Suppose that a conspiracy can misuse [ executions of the secret-key certificate
issuing protocol to extract with non-negligible probability of success g'/*. We will
construct a polynomial-time algorithm A for extracting the witness of Sy in the blind

Guillou-Quisquater signature issuing protocol.

Algorithm A, on given as input a public key (n,v,ho, H(-)) of Sy, performs the

following steps:

Step 1. (Simulate the key generation for S.) Set g := hy. Generate at random

an element z € Z, and compute h := z°. The simulated public key of S is
(n,v, h, g, H(-)).
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Step 2. For each receiver in the conspiracy, simulate the actions that S would perform.

For a receiver 7/3\2-, perform hereto the simulation as follows:

e (Generation of the blinding-invariant part of the secret key.) Generate a
number sy; € Z, for 7/6\1-, according to the probability distribution by which

S generates the blinding-invariant parts.

e (The issuing protocol.)
Step 1. Receive ag from Sy, and pass a := aj” on to R..
Step 2. Receive ¢ from R;, and pass ¢o := ¢ on to S,.

Step 3. Receive ry from Sy, and pass 7 := 7%z on to R..

Continue this simulation until [ executions of the issuing protocol have been

performed.
Step 3. Check if the conspiracy has ¢!/ on its tapes. If not, then halt.

Step 4. Output ¢g/*.

By definition of the key generation of Sy, and that of A, the public key in Step 1
is simulated with the same probability distribution as that by which S generates its
public key. The response that is computed by A in the simulated issuing protocol is

the same as the response that S would compute:

%)’

G

()™ (a")°
2 (hipao) bt

(9

r’ =

501)6001501 hc
= hiah®
= (hhi)‘a

where the substitution in (%) is allowed because the response of Sy in the blind Guillou-
Quisquater signature issuing protocol is always correct. From this it easily follows that
the views provided by A in the simulated issuing protocol have the same distribution as

those provided by S in the issuing protocol, regardless of the probability distribution
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by which the receivers in the conspiracy generate their challenges. Hence, Step 4 is

reached by supposition with non-negligible probability.

To complete the proof, observe that each execution of the simulated issuing protocol
constitutes exactly one execution of the blind Guillou-Quisquater signature issuing
protocol with Sy. For the output of A in Step 4 we have ¢'/* = h(l)/ Y. which is the
secret key of S;. Since A performs only polynomially many executions of the protocol
with Sy, this contradicts the assumption that the blind Guillou-Quisquater signature

issuing protocol is witness hiding. O

Note that a similar result can be proved wunconditionally for the restrictive blind
secret-key certificate schemes that can be derived by our technique from the signature
schemes of McCurley-Brickell [7] and Okamoto [18], since these schemes are known to
be witness hiding. Furthermore, the result also holds if a conspiracy can “wire-tap”
executions of the issuing protocol with honest receivers; in Step 2 of the simulation

obviously the same simulation can be used for these honest receivers.

The proof of the following lemma is trivial, and is therefore omitted.

Lemma 4 If Assumption 2 is true, then the blind Guillou-Quisquater signature issuing

protocol is witness hiding.

We are now prepared to prove the one-to-one correspondence. In the following, a
conspiracy is said to be able to forge a certified key pair if it can compute with non-
negligible probability of success [ + 1 distinct certified key pairs by performing [ exe-

cutions of the issuing protocol with S, for some [ > 0.

Proposition 5 If Assumption 2 is true, then no conspiracy can forge a certified key
pair.

Proof Suppose that a conspiracy can misuse any [ executions of the issuing protocol
to extract with non-negligible probability of success [* distinct certified key pairs, with

[* > 1. We will construct a polynomial-time algorithm A for breaking Assumption 2.

Algorithm A, on given as input a public key (n,v,ho, H(-)) of S;, performs the

following steps:
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Step 1. (Simulate the key generation for §.) Set h := hy. Generate at random

*
nl

an element y € Z*, and compute ¢ := 3*. The simulated public key of S is

(na v, h, g, H())

Step 2. For each receiver in the conspiracy, simulate the actions that S would perform.

For a receiver 7/3\2-, perform hereto the simulation as follows:

e (Generation of the blinding-invariant part of the secret key.) Generate a
number sy; € Z, for ’k\i, according to the probability distribution by which

S generates the blinding-invariant parts.
e (The issuing protocol.)

Step 1. Receive ag from Sy, and pass a := ag on to 7/2\1
Step 2. Receive ¢ from 7/52-, and pass ¢y = ¢ on to Sp.

Step 3. Receive 7y from Sy, and pass 7 := 7¢y*%¢ on to R,

Continue this simulation until / executions of the issuing protocol have been

performed.

Step 3. Check if the conspiracy has [* distinct certified key pairs on its tapes. If not,
then halt.

Step 4. For each of the [* distinct certified key pairs, (sg;, 1), hi, (7', c'), compute

1)

co =, ro :=r'(y*%sy;)"¢ and m := h}, and output m, (ry, co).

By definition of the key generation of Sy, and that of A in Step 1, the public key in
Step 1 is generated with the same probability distribution as that by which S generates
its public key. The response that is computed by A in the simulated issuing protocol

is the same as the response that S would compute:

" = (e
= oy
2 (hipao)(g™)°
= (h°a)hS
= (hh;)ca,
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where the substitution in (%) is allowed because the response of Sy in the blind Guillou-
Quisquater signature issuing protocol is always correct. From this it easily follows that
the views provided by A in the simulated issuing protocol have the same distribution as
those provided by S in the issuing protocol, regardless of the probability distribution by
which the conspiracy generates its challenges. Hence, Step 4 is reached by supposition

with non-negligible probability.

We next show (i) that the output of A consists of [* messages with corresponding
Guillou-Quisquater signatures, and (ii) that all these pairs are distinct with at least

overwhelming probability. Property (i) follows from

/

o,

Chy =

where the substitution in (x) is allowed by definition of a secret-key certificate.

To prove property (ii), consider any two certified key pairs,

(So0is S1i)s R4y (7, )
and
(853> 812)s B, (17, 7).
Suppose that the two corresponding pairs, as computed by A in Step 4, are identical;
they are m, (7 (y*°s1;)~¢ c) and m*, (r*(y%ist,)™¢, c¢*). We will prove that if these
two pairs are identical, then the two certified key pairs are identical. Applying the

definition of a secret-key certificate to the two certified key pairs, we have
C = H(h“ ’I”v(h hi)_c)

and
¢t =H(h}, ()" (hhy)~).

Since h; = h} and ¢ = ¢* by equality of the two corresponding pairs, it follows that

H(hz, ’I"v(h hi)ic) = H(hz, (T*)v(h hi)ic).
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Because H(:) is collision-intractable, 7°(hh;)=¢ = (r*)"(hh;)~¢ with overwhelming
probability, and hence r = r* with overwhelming probability. This leaves us with
the possibility that (so;, si;) differs from (sj;, si;). Suppose that so; # s§; mod v
(the other possibility can be taken care of in a similar way). Let e, f € N be such
that (so; — sj;)e = 1+ fo; such a pair exists because sy # sp; mod v, and can
be computed efficiently by applying the extended Euclidean algorithm. Then from
g%is% = h; = h} = ¢g°0i(s3,)” it follows that

((s7:/51))" = ((s1:/51)")°
— g(SOi_Sa—i)e

gl+fv

= g(g")",

and so (s%;/515)¢/g = ¢'/*. Since the certified key pairs in Step 4 are known by
the conspiracy (and so e, f can be computed by the conspiracy), while its view in the
simulation is exactly the same as in the issuing protocol, this means that the conspiracy
has been able to determine ¢'/*. According to Lemma 4, the blind Guillou-Quisquater
signature scheme is witness hiding if Assumption 2 is true, and so by Lemma 3 we
have a contradiction with Assumption 2. So the certified key pairs are equal, and

hence property (ii) holds.

To complete the proof, observe that an execution of the simulated issuing protocol
constitutes exactly one execution of the blind Guillou-Quisquater signature issuing
protocol with S;. Because of this one-to-one correspondence, A performs in total [
executions of the blind Guillou-Quisquater signature issuing protocol. This contradicts

Assumption 2. O

In combination with Proposition 1, which states that an honest receiver receives a
certified key pair when it performs an execution of the issuing protocol, this result tells
us that there is a one-to-one correspondence between executions of the issuing protocol
and certified key pairs. In other words, the primary purpose of issuing protocols is

satisfied.
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3.4 Proof of the Property of Restrictive Blinding

We next turn to proving that the issuing protocol is a restrictive blind signature issuing
protocol. We hereto need to prove (1) that the public key and the certificate can be
blinded by the receiver, whereas (2) the blinding-invariant predicate of the secret key

cannot. We start with the first of these two properties.

Lemma 6 For any certified public key and any possible view ofg in an erecution of
the issuing protocol in which R; accepts, there is exactly one set of random choices that
R could have made in that ezecution of the issuing protocol such that R; would end

up with a triple that encompasses that particular certified public key.

Proof The response 7 of S is such that r°(hh;)~¢ = a, since R; accepts. We corre-

spondingly define the following set:

Views (S) = {(a,c¢,7)|a,r € Z and ¢ € Z, such that
r’(hh;)~¢ = a}.

Furthermore, we introduce the set
Choices (Rl) = {(Sli,tl,tz) | S14,11 € Z;: and ty € ZU}

Consider any certified public key h;, (r',c). We will show that for all S-view €
Views (S) there is exactly one triple (sy;,%1, %) € Choices (R;) such that S-view corre-
sponds to an execution of the issuing protocol in which R; receives the pair h;, (7', c).
We must take into account that S can make smart choices for its public key (n,v, h,g,
H(-)) and sg;.

Suppose that S-view corresponds to the issuing of the certified public key &, (', ¢').
We will successively determine uniquely the numbers sy;,t1,% that must have been
chosen by R;. First, sy; is uniquely determined from sg;, k. as s;; = (b} g—s%)/".
Note that s;; exists and is uniquely defined, since v is co-prime to ¢(n). Next, ¢, is
determined from ¢, ¢’ according to ¢ = ¢/ 4+t mod v. Note that ¢, exists and is uniquely
defined because Z, is a field. Finally, the choices for si; and %5, together with r, 7’ and

¢, uniquely determine #; as t; = 7/(r t;(h h;)¢ 2 AV vs¢ )1,

For these choices of the three variables all the assignments and verifications in the

execution of the issuing protocol would be satisfied by definition, except maybe for the
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assignment ¢ := H(h}, t?(hh;)*?a) that must have been made by R;. To prove that
this assignment hold as well, we notice that by definition of a certified public key we
have that ¢/ = H(h., (r')?(h h;)~). Therefore, the proof is complete if (r')*(h h})~¢ =
t?(h h;)*2a for the choices for sy;, t; and ¢y made above. This can be derived exactly as
in the proof of Proposition 1, considering that the substitution in (x) is allowed here

because S-view € Views (S). O

Proposition 7 If R; follows the issuing protocol then the issued certified public key is
perfectly blinded.

Proof This is an immediate consequence of Lemma 6 and the fact that R; generates

triples (sy;, 1, t9) uniformly at random from Choices (R;). O

We now turn to proving the second property, for which we need a new assumption.
If we modify the Guillou-Quisquater identification protocol by having the prover gen-
erate hy at random in each execution of the protocol, instead of fixing it initially, the
proof of soundness for the Guillou-Quisquater identification still applies. In particular,
if the prover can compute correct responses with respect to two different challenges of
the verifier, then it “knows” h(l)/ Y. Applying the general technique of Fiat and Shamir
for converting identification schemes into signature schemes to this modified “identifi-
cation” protocol (correspondingly taking ¢ equal to H(m, hg, a)), and leaving out the
message m, it follows that it should be infeasible to determine in isolation pairs hyg,
(79, o), without knowing h(l)/ Y, such that ¢y = H(hg, rohg ). Of course, this should also
hold if we instead consider satisfying co = H(h thg, 3hy€), for a predetermined and
randomly chosen h € Z,. (This variation is considered merely for a technical reason,
which will become clear in the proof of the next proposition; alternatively, we could
have redefined the verification relation for the issuing protocol.) Substituting A h; for

ho, we get the following assumption.

Assumption 3 There exists a probabilistic polynomial-time Turing machine M (the
knowledge extractor) such that for any probabilistic polynomial-time Turing machine A
with work tape WT and random tape RT, and any sufficiently large k, if A on input
(n,v, h,H(-)) outputs with nonnegligible probability of success a pair h;, (r,c) such that

C = H(hz, ’I"v(h hi)ic),
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then M(A,WT,RT,(n,v,h,H(-))) = (hh;)"/* with non-negligible probability. The
probability is taken over the coin tosses of A and the distribution of the input tuple, and
the distribution of the input tuple is as specified for the Guillou-Quisquater signature

scheme.

This assumption is all the more plausible considering that we allow an attacker to forge
pairs only from scratch, and that the knowledge extractor should succeed with only

non-negligible probability.

In the following proposition, we will study the issuing protocol with respect to an

“isolated” receiver.

Proposition 8 If the RSA assumption and Assumption 8 are true, then R; cannot
retrieve with non-negligible probability of success a certified key pair (sy;, $1i), hi, (1,¢)
for which sj; differs modulo v from its blinding-invariant part so;.

Proof Suppose that R, can misuse [ executions of the issuing protocol to extract with
non-negligible probability of success a certified key pair such that sj; # so; mod v. We

will construct a polynomial-time algorithm A for breaking the RSA assumption.

Algorithm A, on given as input a triple (n, v, hy) generated as specified in the RSA

assumption, performs the following steps:

Step 1. (Simulate the initial key generation.) Set g := hy. Generate at random an
element z € Z, and an element sy; € Z, (according to the probability distribution
by which S generates the blinding-invariant parts), and compute h := x’g=*:.
Generate H(-) in the same way as described in the key generation for the Guillou-

Quisquater signature scheme. The simulated public key of S is (n,v, h, g, H(-))-
Step 2. Simulate for R, the actions that S would perform, as follows:
e (Generation of the blinding-invariant part of the secret key.) Use sq; as the
invariant part of the secret key for R,
e (The issuing protocol.)

Step 1. Generate at random an element w of Z’. Compute a := w”, and

send a to 7/3\1
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Step 2. Receive ¢ from R;.

Step 3. Compute r := z°w, and send r to R,

Continue this simulation until / executions of the issuing protocol with R; have

been performed.

Step 3. Check if R; has on its tapes a certified key pair (8§i5 81i), hiy (7', ") such that
s5; 7 So: mod v. If not, then halt.

Step 4. Run the knowledge extractor M on all tapes of A and 72-, and the tuple
(n,v, h,H(-)). Compute e, f € N such that (so; —s;) e = 1+ f v, by applying the
extended Euclidean algorithm (such a pair exists since sq; # sg; mod v). Denoting

the output of M by d, compute (d /x s1;)°g~/, and output the outcome.

Note that we have made use of the knowledge extractor M of Assumption 3 in Step
4 of this simulation, and have viewed R, and A as one Turing machine (this can easily

be formalized, and is omitted here).

By definition of the key generation of A in Step 1, the public key in Step 1 is simulated
with the same probability distribution as that by which S generates its public key. The
response that is computed by A in the simulated issuing protocol is the same as the

response that S would compute:

ro =

From this it easily follows that the view of R, that is provided by A in the simulated
issuing protocol has the same distribution as that provided by S in the issuing pro-
tocol, regardless of the probability distribution by which R, generates its challenges
and despite of the tricky way in which A generates h. Hence, Step 4 is reached by
supposition with non-negligible probability.

By Assumption 3, the output d of M in Step 4 is equal to (h h})'/* with non-negligible

probability, and in that case we have

((d/zs1))" = ((d/zs1)")°
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/x slz)
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Since g = hy, it follows that (d /z s1;)°% 7 = hy/* and so the output of A in Step 4 is
equal to h(l)/ Y with non-negligible probability. This contradicts the RSA assumption.
Hence, if Assumption 3 and the RSA assumption are true then it cannot be the case

that sj; # so; mod v with non-negligible probability of success. O

Observe that the proof of this strong result makes use of the fact that the simulator
can determine the public key of S in terms of sq;, without this changing the distribution
of the views for R;. As a quick comparison with the proof of Proposition 2 will reveal,
this proof technique owes its existence to the simulatability of certified public keys that

is inherent to secret-key certificates.

3.5 Sequential Fxecutions of the Issuing Protocol

Obviously, in applications of practical interest there are multiple receivers, as has been
emphasized throughout by the use of a subscript 2. We can distinguish between multiple
executions of the issuing protocol with respect to the same number sg;, or with respect
to different sy;’s. In the former case, Proposition 8 still holds, independent of whether
the executions of the issuing protocol are performed sequentially or in parallel by &;
but this case is hardly of practical interest. So we will now study the latter case, in
which issuing protocols are executed by & with respect to different blinding-invariant

numbers.

When S sees to it that it performs executions of the issuing protocol with respect
to different blinding-invariant numbers only sequentially, Proposition 8 provides fairly
solid evidence that not even a conspiracy of receivers will be able to blind the presumed

blinding-invariant predicate of one of their secret keys. The motivation for this is
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that essentially no cooperation is possible between different receivers while performing

executions of the issuing protocol. This seems to justify the following conjecture.

Conjecture 1 If S makes sure that it never performs two erecutions of the issuing
protocol in parallel in case they involve different blinding-invariant numbers, then the

defined certificate issuing scheme is a restrictive blind signature scheme.

It is stressed that it cannot hurt if S performs executions of the issuing protocol in

parallel that pertain to the same blinding-invariant number.

In many practical applications the simple measure of not running executions of the
issuing protocol in parallel, in case they pertain to different blinding-invariant parts,
will certainly suffice. Namely, consider two such executions of the issuing protocol.
S starts by sending a number a in the first execution. As soon as S has received a
challenge number c for this first execution it starts the second execution; the execution
of the first protocol can be completed while the second is still running. Even though
the protocol executions overlap in part in this manner, they clearly are performed
sequentially. The only way in which the first receiver can hold up the second is by
not immediately responding with a challenge; but S can simply refuse to provide a
corresponding response if the delay between sending out a and receiving c is too large,
and proceed anyways. A semaphore, or flag, can keep track of whether an execution

of the issuing protocol is still “active.”

What constitutes a “fair” permitted delay depends on the infrastructure of the par-
ticular network that is being used, and on the computation speed of receivers. Receivers
that accidentally exceed the allowed delay can simply try again in a new execution of
the protocol (feedback). In this respect it is important to note that the receiver in
the issuing protocol (and in all other issuing protocols that result from the presented
technique) needs to perform only a single on-line (modular) multiplication, to compute
the second argument of ¢’; the other computations can be performed off-line. (The
computation of the hash-value of the two arguments, and of the addition modulo v
for ¢, can be done comparatively very fast so that we can ignore it in our argument.)
A rough lower bound for a fair delay time (which may even vary per receiver) is to
double the time needed for the information to travel through the network from S to

R; and back, and add to that the time needed by the receiver to perform the on-line
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multiplication; the chosen value for the allowed delay time need usually not exceed this
lower bound by much. In case S can rely on the security of certain parts of the net-
work infrastructure, significant reductions can be obtained. For example, if receivers
can perform the issuing protocol by inserting a smart card into one of many secured
terminals (or pointing a hand held with infrared communication channel), and S trusts
these terminals, then only the time for the information to travel between smart card

and terminal need be considered; this will be negligible.

If requests for executing the issuing protocol “arrive” like a Poisson process, this
strategy in effect is the M/D/1 model with feedback from queueing theory. Of course,
the feedback may be purposely limited by S, to shut out receivers that frequently
exceed the permitted delay. Efficiency improvements can be made by letting S use &
secret keys, instead of a single one. This allows k& times as many receivers to be served
in the same time span, since executions with respect to independently generated secret
keys of & can obviously be performed in parallel without danger. In effect, we then
switch to the M/D/k model (with feedback). The trade-off is that the unlinkability of
views to certified public keys does not hold with respect to different public keys of S.

3.6 Parallel Executions of the Issuing Protocol

Conjecture 1 is false if S performs executions of the issuing protocol in parallel when
different blinding-invariant numbers are involved. Let sg; be the blinding-invariant
number for R,;, and sy; # so; mod v that for R;; the corresponding “not-yet-blinded”
public keys are h; and h;. In its simplest form (leaving out additional computations
that need to be performed to completely blind the certified key pair, in order to prevent
unduly obscuring of the description), the attack on the two parallel executions of the

issuing protocol is the following:

(Step 1 for R;) S generates at random a number w; € Z,, and sends a; := w? to R;.
(Step 1 for R;) S generates at random a number w; € Z,, and sends a; := w} to R;.

(Cooperation between R; and R;) R; and R; compute hy, := g°°* for an arbitrary
number sg; of their choice (sor need not be in Z,; any number in N will do).

They then compute ¢ := H(hy, a;a; ).

(Step 2 for R;) R; sends ¢; := ¢ (So; — Sox)(S0j — S0i) " mod v to S.
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(Step 2 for R;) R; sends ¢; := cx (Sox — S0:)(S0j — Soi) ' mod v to S.
(Step 3 for R;) S sends r; := (xy**)%w; to R;.
(Step 3 for R;) S sends r; := (zy*%)%w; to R;.
R; and R; accept if and only if
ri(hhi)”% =a; and 7}(hh;)"9 =a;.

If this verification holds, then R; and R, compute

~+c;) divv)  —((c;s0i+cjso;) divv) crsor div v

T = Tirjh’((ci g g

Here, and in the proof below, we make abundant use of parenthesis in the expressions in

the exponent, in order to prevent confusion about the priority of the involved operators.

Proposition 9 If R, and R; accept, then

(soks 1), Pk, (Tk, ck)

s a certified key pair.

Proof It is clear that hy = ¢°°*1", and so we must show that hy, (7, cx) is a certified
public key, i.e., that
Cr = H(hk, ’I“Z(h ]’Lk)_ck).

Since R; and R; compute ¢ according to ¢ := H(hg, a;a;), this follows from:

wa; = b e (hhy)
(Ti'r'j)vh_(ci+cj)hi_6i hj_cj

= (Tz.rj)vh*(cﬁcj')g*(0i50i+6j50j)
(,’,,Z,rj)vhf((c.‘-+cj-) mod v)—v ((¢;+¢;) div v)

g—((CiSOi'f'CjS(]j) mod v)—wv ((¢;s0i+¢js05) div v)

— (,r.i,,,jhf((ci—kq) div v)gf((cism—kcj- s0;) div 'u))'u
h_((CH‘Cj) mod U)g_((ci50i+cj s0j) mod v)

*) (,’,,i,rjh—((ci—f—cj-) div v)g—((cisoi—f—c]- s0;) div v))v
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h_ckg_((ci50i+cj 50j) mod v)
(=) (TiTjhf((c’*Cj) div U)g*((cismﬁq s0;) div 'v))v
h_Ckg—(ckSOk mod v)
— (,r.irjh—((ci—f—cj-) div v)g—((cism—f—c]-soj) div v))v
h—Ckg—CkSOk-l-'v ((crsox) div v)
— (TiTjh_((ci+Cj) div v)g—((cisoi—l—cj- sp;) div v)g((cksOk) div v))u
h_ckg_cksok
= T'Zh/_ck (gsok )_Ck
= ()

The substitution in (x) is allowed because 2 < v and so

(ci+c;)modv = (cr(S0; — So)(S0; — S0i) " mod v
+cx(Sox — 50:)(S0; — S0;) + mod v) mod v
= (ck(s0j = Sor)(S0j — 50i) "
+cx(Sok — S0i)(Soj — 50;)”") mod v
= cx(s0; — 50i)(S05 — s50i) " mod v
= ¢ mod v

= Cg-
Likewise, since

(cisoi +¢jsoj) mod v = (soi((crSo; — CrSor)(Soj — 501-)*1 mod v)
+0; ((cxSor — cx50i)(S0; — S0i) " mod v)) mod v

= (s0i(ckSoj — crSok) (S0 — 50i) !
+50;(ckSor — ckSo0i)(Soj — 50i)”") mod v
= (SojCkSor — SoiCkSok)(Soj — s0;) " mod v

= cxSor mod v
the substitution in (xx) is allowed. O

In case the application really demands that S can securely run executions of the

issuing protocol in parallel, without any restrictions, we must therefore alter the issuing
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protocol. The following minor adjustment is believed to suffice for this purpose. Rather
than revealing sq; to R; before the execution of the issuing protocol, S does not make
it known until it has received c of R; in Step 2; instead, S only makes h; = ¢°* known
initially. Furthermore, S chooses sy; at random from Z,: computing sy; from h; then
requires breaking the Discrete Log assumption in Z;. This modification does not in
any way prevent R; from performing the necessary computations in Step 2, since only

h; needs to be known to R;.

Observe that the attack described above requires the attacking receivers to compute
their respective challenges in terms of sy; and spj, and so this particular attack no

longer works for the adjusted issuing protocol.

Is the modified issuing protocol secure under parallel executions? I strongly believe
so, although I have not been able to come up with a proof with respect to some
reasonable intractability assumption. If Conjecture 1 is true then any successful attack
must be such that each of the two challenges c;, c; depends on each of a;, a;. Based on
this observation, an argument for the security of the modified protocol can be given.
Because of the hand-waving nature of this argument, it will not be included here; the

interested reader can find it in the appendix.

3.7 Encoding specific information into the blinding-invariant part

If Conjecture 1 is true, then the non-adjusted version of the issuing protocol is for
sequential executions regardless of the distribution of sg;, since none of the results that
we have proved depends on the distribution of sy;. Therefore, S can use the entire
number sy; to encode specific information in, representing for instance a quantitative
credential [5]; S in effect then generates sp; according to a highly degenerate distribu-

tion.

In the modified protocol not the entire blinding-invariant number sy; can be used to
represent specific information, since it should be infeasible for the receivers to compute
log, h;. It is immediately clear, though, that S can use part of the bits of sy; (in general,
a predicate of sq;) for this purpose, as long as the Discrete Log problem in Z; remains
intractable with respect to the chosen distribution for sg;. But we can do even better
than this. Observe that the only purpose of the modification to the issuing protocol

is to ensure that sg; cannot be computed from h; in the time period between receiving
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a and returning c. If we use the queueing measures described in Subsection 3.5, this
may leave the attacking receivers in a realistic application with perhaps no more than
a fraction of a second to compute a discrete logarithm with respect to g, and so the
probability distribution for sy; can be highly degenerate. In other words, S can use

almost all the bits of sg; to encode specific information in.

This concludes the exposition of the general technique for designing restrictive blind
secret-key certificate issuing protocols. Although the description has been based on the
Guillou-Quisquater signature scheme, enough handles have been provided throughout
to easily apply the technique to any of the other Fiat-Shamir type signature schemes
that can be subjected to the technique of Ohta and Okamoto for designing ordinary

blind signature issuing protocols.

4. RELATION TO BLIND SIGNATURE ISSUING PROTOCOLS

Contrary to restrictive blind issuing protocols for public-key certificates, restrictive
blind issuing protocols for secret-key certificates are not a particular case of “ordinary”
blind signature issuing protocols. Consider a triple consisting of a secret key, a matching
public key, and a certificate on the public key. The receiver in the certificate issuing
protocol can completely blind the public key and the certificate, but not part of the
secret key. If the certificate would be a public-key certificate, then the protocol would
indeed be a particular case of an ordinary blind signature scheme; the public key is the

message and the certificate is the signature on the message, and the pair is blinded.

However, if the certificate is a secret-key certificate, it is by definition not a digital
signature on the public key (the extreme opposite is true: pairs consisting of a public
key and a matching secret-key certificate can be generated by anyone with exactly the
same probability distribution); the secret key is the message, and the certificate is the
signature on the message. But the message cannot be blinded, by the very definition

of a restrictive blind signature issuing protocol; only the signature can.

5. CONCLUSION
A variety of privacy-protecting signature transporting mechanisms can be obtained by

combining the new restrictive blind signature issuing protocols with an appropriate
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showing protocol between the receiver of the issued triple and a third party. One par-
ticularly interesting such signature transporting mechanism is an untraceable off-line
electronic cash system, first studied by Chaum, Fiat and Naor [10]. In [1] I introduced
the most efficient and versatile untraceable off-line cash system known to that date. As
will be appreciated, the new issuing protocols can be combined fairly straightforwardly
with the techniques developed in [1] for achieving prior restraint of double-spending
with fall-back to traceability after the fact. By basing the restrictive blind secret-key
certificate issuing protocol on the Schnorr signature scheme, the resulting cash system
is considerably more efficient than the system in [1]. The interested reader is referred
to [4], and to [2] for practical optimizations. In [6] the application to Internet payments

is discussed.

In [5] general techniques are described for designing showing protocols that can be
combined with restrictive blind signature issuing protocols in order to design general
privacy-protecting signature transporting mechanisms (also known as credential mech-
anisms, first studied by Chaum [9]). Here, again, the use of restrictive blind issuing
protocols instead of a cut-and-choose issuing protocol enables significant improvements
in terms of efficiency, functionality, and provability of security properties of the cre-
dential mechanisms. Instead of using Chaum’s technique of encoding different types
of credentials by using different signatures schemes, in the new credential mechanisms
credentials are encoded into the blinding-invariant parts of secret keys; this enables the
holder of a set of credentials to prove a variety of predicates of his credentials without

providing additional information.

As the reader may have noticed, we have never used the fact that & may know
the factorization of the modulus n. The sole reason for not having done so is that in
Fiat-Shamir type signature schemes that are based on the Discrete Log assumption,
such as the Schnorr signature scheme, the signer also does not have such trapdoor
information at its disposal, and our goal was to explain a generally applicable technique.
However, if we allow S to know (and make use of) the factorization of n, a powerful
technique becomes available, which enables the issuer in the credential mechanisms
of [5] to update credentials without needing to know their current values. This updating
technique is not possible in credential mechanisms based on cut-and-choose issuing

protocols.



REFERENCES 32

In sum, the demonstrated technique for designing efficient secret-key certificate is-
suing protocols has a direct bearing on the design of efficient and versatile privacy-

protecting credential mechanisms.
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THE SECURITY OF THE MODIFIED ISSUING PROTOCOL FOR PARALLEL EXECU-
TIONS

As announced in Subsection 3.6 an argument will be provided here for the security of
the modified issuing protocol under parallel executions. Although the line of arguing
presented below may seem to be very restricted, some study will reveal that most

attacks that come to mind amount to the attack considered by the argument.

Consider an “algebraic” attack on the parallel version of the modified restrictive
blind signature issuing protocol. For the sake of simplicity, we will restrict ourselves to
two parallel executions of the issuing protocol, each with respect to a different blinding-
invariant number; the argument can easily be generalized. Since v-th powers can always
be multiplied in and out of the verification relation, without loss of generality we
furthermore will leave si; out of our considerations. Raising the verification relations
for each of the two protocol executions to a power, and multiplying the results, we

obtain:

v li J— S04 lici lz
(T') - (hg 0 ) G,,L } = (TéiT;j)v — hlici‘HjCjgli50i6i+lj50jcj (a’llza/é])

(T;?)lj = (h gSOj)leja;f

The goal of the attackers is to determine a number sg;, not equal modulo v to each
of sp; and sy, and numbers [;, I, ¢;, ¢; and ¢ for which the responses r; and r; can
be combined into a response 7 such that (cg,r) is a secret-key certificate on g®ok.
At the time the attackers have to provide c¢; and c; to & they only have two random

numbers a; and a; of S at their disposal. If Conjecture 1 is true then each of ¢; and ¢;
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must depend on both a; and q; if the attack is to have a significant success probability.
Setting
Cp 1= H(QSOka aéia’zj)a Tg == Téirr;'j:

the attackers must ensure that

hlici+ljcj gliSOiCi‘HjSOjCj — (h gsok)ck.

This can be solved for (1;,;, sox, ¢i, ¢;) by the attackers if they can solve

li lj C; 1
. =Cg - mod v,
lis0; ljSOj Cj Sok

since the remaining “div v” terms can be multiplied into r; later on. Since Z, is a

field, and the matrix on the left-hand side is non-singular because sy; # s¢; mod v, this

( i ) _ ( (ex/ 1i) (S0j — sox) / (805 — S0i) ) mod v
¢ (er/1;) (sok — S0i) / (05 — S0i)

Knowing neither one of sy;, so; because of the intractability of the Discrete Log problem,

leads to:

it seems that the attackers must determine sg,[;,[; such that neither of ¢; and c;
depends on sy; or sp;. In other words, s, l;, [; must be chosen in such a way that s,
and sg; drop out. Taking sox equal to sy; or sp; modulo v would obviously work, but
this does not meet the goal of the attackers (that is, this is legitimate behavior, not an
attack).

From ¢, = H(g%*, aéiaé?) we see that ¢, depends on each of sg, [; and [;. Because
H(-) is a (correlation-free) collision-intractable hash-function, it should be infeasible to
determine ¢, as an “algebraic” function of sg, l;,[;. What this means is that ¢,/ ; and
cx/ l; can be chosen independently at random by the attackers, but not such that ¢ is

independent of sg: if s is varied then ¢ is implicitly varied along.

The gist of this argument is that it seems infeasible to misuse two parallel executions
of the issuing protocols in such a way that the unknown blinding-invariant numbers

s0; and sg; drop out of the matrix equation.



